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ASST Rhodense

Subject: Communication to interested parties pursuant to art. 4 no. 1) of EU Regulation
no. 2016/679, pursuant to and for the purposes of art. 34 of the GDPR.

AZIENDA SOCIO SANITARIA TERRITORIALE RHODENSE (P. IVA: 09323530965) (hereinafter “ASST
RHODENSE"), in the person of its legal representative pro tempore, with registered office in Garbagnate
Milanese (MI), viale Forlanini, 95, communicates, in his capacity as Data Controller pursuant to articles. 4 no.
7) and 24 of the GDPR, that ASST Rhodense has been cyber attacked on 06.06.2024 by a group of cyber
criminals called “Cicada 3301”, who managed to access to the company’s IT system.

ASST Rhodense disclosed the attack though its official website and through local and digital press.

ASST RHODENSE has promptly and within the legal time notified the attack to the authorities (Postal Police,
National Cybersecurity Agency, Public Prosecutor’s Office of the Court of Milan), including the Italian Data
Protection Authority, through the notification pursuant to art. 33 of the GDPR.

In order to mitigate the effects and consequences of the IT breach in question, ASST RHODENSE has
implemented the following security measures pursuant to GDPR’s art. 32: IT systems and machines’ isolation
and remediation affected by malicious software and fully remediation of the IT system and has increased its
security level thanks to the collaboration of specialized companies.

ASST Rhodense reserves the possibility of providing further updates and communicates, pursuant to art. 33
paragraph 3) letter ¢) of the GDPR, that as far as ASST Rhodense is concerned, the possible consequences in
terms of personal data potentially deriving from the cyberattack in question may, even indirectly, concern the
following aspects: loss of control of personal data; identity theft; knowledge of personal data by so-called
unauthorized third parties.

ASST RHODENSE apologizes for any inconveniences to the citizens, guarantees and reassures that every action
in its power has immediately carried out, in order to mitigate the effects of the cyberattack and the possible
consequences for the interested parties, as well as in order to prevent similar attacks in the future.

For any further request of information, doubts or clarifications, ASST RHODENSE's Privacy Office is available
at the following e-mail address: privacy@asst-rhodense.it

Finally, ASST RHODENSE's e Data Protection Officer/Personal Data Protection Officer (DPO/RPD) pursuant to
art. 37 of the GDPR - lawyer Gabriele Borghi is available at the following email address:
amministrazineprotezionedati@asst-rhodense.it - (Fiscal Code: BRGGRL87P12H223]; P.IVA: 02725950352-
firm located in Reggio Emilia, via G. Gutenberg, 3)

Garbagnate Milanese (MI), 10.10.2024

AZIENDA SOCIO SANITARIA TERRITORIALE RHODENSE
(in the person of its legal representative pro tempore)
Marco Bosio
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